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Virtualios masinos kiirimas 1§ template
Prisijunkite prie organizacijos. Uzeikite j savo vDC.

1. vApps > NEW> Add vApp From Catalog.

i3 Compute

vAppSs

Virtual Machines

Affinity Rules

& Networking

X
VAPPS
'
.,__NE\Y v
Niw VvApp
Adg vApp From OVF
Add vApp From Catalog
“ Import from vCenter

2. Pasirinkite OS ir spauskite Next.

Create vApp from
Template

Nookw

1 Select Template To Impert

Select Template To Import

Name U

WIN2019

WIN2016

WIN2012R2 RU

W2012R2

W2008R2

UbuntulgLTs

ubuntu-16.04-server-cloudimg-amdé4 ova

Ubuntul.04 LTS

ubuntu-16.04_k8-117_weave-2 6 0_revl

ubuntu-16.04_k8-1.16_weave-2.6.0_revl

ubuntu-16.04_k8-115_weave-2.52_rev3

Catalog T

[ vCloud-vApp

[ vCloud-vApp

|

vCloud-vApp
[ vCloud-vApp
vCloud-vApp

[ vCloud-vApp

»Select name* Jveskite VM pavadinimg ir spauskite Next
,,Configure Resources* pasirinkite storage Policy ir spauskite Next.
"Compute Policies" pasirinkite norimus resursus ir spauskite Next.
"Customize Hardware" pasirinkite disko dydj ir spauskite Next.

"Configure Networking" Network skiltyje pasirinkite tinklg. Next ir Finish. Palaukite
kol katalogas ,,vApp“ su virtualia masina bus sudiegta.
[junkite sukurtag VApp ,,Power On*.

Created On

09/22/2020, 3:46:40 PM

09/23/2020, 10:10:50 AM

08/08/2019, 7:07:05 PM

08/08/2019, 2:05:45 PM

08/08/2019, 10:44:55 AM

01/29/2020, 9:56:51 AM

04/21/2020, 3:09:39 PM

08/08/2019, 10:40:18 AM

04/21/2020, 3:27:48 PM

04/21/2020, 3:40:37 PM

04/21/2020, 3:54:23 PM

1-15 of 19 vApp Template(s)
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CANCEL NEXT



9. Guest properties “Specify password” matomas sugeneruotas administrator arba root
vartotojo slaptazodis.

All vApps > vApp_Windows > VMI

@ VM1 ACTIONS ~

General
EDIT
Hardware JGeneral
Removable Media
Hard Disks Enable guest customization Enabled
Eompuie Change SID Enabled
Advanced
NICs ~ Password Reset
Guest OS Customization Allow local administrator password Enabled
Require Administrator to change Disabled

Guest Properties _
password on first login

Monitoring Chart

Auto generate password Enabled
Metadata Number of times to log on automatically o]
Monitor ~ Join Domain
EES Enable this VM to join a domain Disabled
Events
Qverride organization's domain Enabled
~ Script
Script file -

Edit Guest Properties

Automatic guest customization is not supported on this Guest
Guest OS. You can use custom scripts to configure the Guest O

General

Enable guest customization

The computer name and network settings configured for this WM are appl
settings are only applied the 1st time the WM is powered on or if "Power o
Password Reset, Join Domain and Customization Script. Guest customizat
customization.

Change SID

Applicable for Windows VMs and will run Sysprep to change Windows SIC
Running sysprep is a prerequisite for completing domain join.

Password Reset

Allow local administrator password
I:I Require Administrator to change password on first login

Auto generate password

+

Specify password #BtKE#al

1

Mumber of times to log on (0]
automatically

Jeigu sukurtoje virtualioje masinoje slaptazodZio néra, jsitikinkite, kad “Edit Guest
Properties” skiltyje jjungtos varnelés “Enable guest customization”, “change SID”, “Allow
local administrator password”,” Auto generate password” ir spauskite Save.



Jeigu norite paleisti “customization” procesa i§ naujo, kad sugeneruoty nauja slaptazod; —
[§junkite virtualig masSing ir spauskite Power On and Force recustomization.

All vApps > vApp_Windows
&8 vApp_Windows | actons~

General

Virtual Machines Name T Console Status Creat
Start and Stop Order \ i Power On ;

B—’ Power On and Force Recustomization o7/t
Network Diagram

Networks

10. Rekomenduojame pasikeisti administrator slaptaZodj i$ Operacinés sistemos. Kaip masina
yra sudiegta, rekomenduojame iSjungti Guest OS customization.



Virtualios masinos kiirimas 1S ISO
Norédami sukurti virtualig masing i§ ISO, prisijunkite prie organizacijos.

1. Sukurkite virtualioms masinoms kataloga, vApps > NEW VAPP.

X
VAPPS
;2 Compute v
vAppS p NEW
Virtual Machines New vApp
o Add vApp From OVF
Affinity Rules Add vApp From Catalog
& Networking w Import from vCenter

2. Iveskite katalogo pavadinimg. Spauskite Add virtual machine.

New vApp

Mame * IVApp_Wlndows

Description

Power on ]

Virtual Machines 0s Compute

ADD VIRTUAL'MACHINE




3. Suveskite trikkstamus laukus, pasirinkite tipg New, suveskite OS tipg ir prisidékite
reikiamus resursus, pridékite Sotrage Add, lango apacioje prisidékite organizacijoje iSskirta
tinkla, spauskite Ok.

New VM X
Name * VM1 ~
Computer Name * W1

Description

Type © new

() From Template

Operating System

0S family * Microsoft Windows hd
Operating System * Microsoft Windows Server 2016 (64-bit) w
Boot image Win2016.150 w
Compute

Virtual CPUs p w
Cores per socket 1 w
Number of sockets 2

Memory 4 S GB

Storage | aoop

Disk Storage Policy 10PS Size

4. Atsidarykite virtualios masinos konsolg ir sekite OS diegimo vedlj.



Media importavimas | kataloga

1. Sukurkite naujg katalogg arba pereikite prie zingsnio 2, jeigu norite jkelti j esamg kataloga.

vm ‘VMware Cloud Director yata Centers Applications Libraries

[l Content Libraries
MEW

vApp Templates

) ) Mame b T Version Status
Organization VD
. WM-Templates 37 Read
Media & Oth ° Y
IS 47 Ready

Catalogs

Create Catalog X

Name this Catalog

You can use a catalog for sharing vApp templates and media with other users in your organization. You can also have a private catalog for vApp templates and
media that you frequently use

Name * MylISOCatalog

Description

Pre-provision on specific C)

storage policy \
) -



2.

Importuokite media.

vm VMware Cloud Director data Centers Applications

[ln Content Libraries v
ADD

vApp Templates

Name

Organizatige*DC Templ...

. CentOS5-7-x86_64-Minimal-1708.is0
Media & Other

Catalogs debian-7.11.0-amd&4-netinst.iso

Pasirinkite kataloga i kurj norite jkelti media, pasirinkite Upload. Iveskite Media pavadinima

,.Name® ir spauskite OK.

Libraries

Upload Media

Catalog * —— Wy |SOCatalog

Mame

Select media to upload

Mo files selected

CANCEL

Adminis

Status



Eksportuoti virtualiag masing

1. I§junkite vApps.

«

vApps
i Compute v
vApDS NEW ~
Virtual Machines Name T VMs
Affinity Rules ; vApp_Windows 1 [E VM Consoles

\

& Networking W
Networks
Edges

Security

2. Pasirinkite Download.

;1 Compute W
VAPPS
Virtual Machines
Affinity Rules
2 MNetworking v
Networks
Edges
Security
&= Storage v
Named Disks
Storage Policies

{; Settings v

Status

Powered on

Power Off
Stop
Reset
Suspend
Yo oape e
MNEW ~
Mame T VMs
vApp_Windows 1
1 Power On
Copy to
Move to
Delete
Download

Lea

6L

10



Download vApp

Options

Format Single file (OVARN_

|:| Preserve identity information

Include BIOS UUIDs and MAC addresses in the downloaded OVF package. Pre3

information limits the portability of the package and you should use it only when ne

ving the identity

3. Lango apacioje galite stebéti generuojamo OVA failo statusa. Sugeneravus failg i§$oks
pranesimas iSsaugoti failg | kompiuter].

«
VApps
i compute v g8
NEW ~ Multiselect
vAppS @
M e Name T VMs Status T lease (X  CPUs T Memory Storage T | Owner T | CreatedOn
Affinity Rules i VApp_Windows 1 " powere. 29Days 1 2GB 42GB system 09/02/2020,
@ Networking >
E Storage > G 24
1 1-10f 1 vApD(s)
& Settings >
Recent Tasks i ¥
Task T Status ¥ Type ¥ Intiater T Start 4 Completion Time “
Time
Enabling downlbad of Virtual Application vApp_Windows(d32a7ebb-2f1a-40a4-a71e.. [N 42% € vapp & system  09/02/20
Stopped Virtual Application vApp_Windows(d32a7ebb-2fla-40a4-a71e-427b754129 (@ Succeeded vapp & system  09/02/20 09/02/2020,10-40:33 AM
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Snapshot

Snapshot kiirimas i§saugo virtualios masinos biiseng ir duomenis tam tikru momentu. ,,Snapshot* néra
skirtas naudoti ilga laikg arba vietoj virtualios masinos atsarginiy kopijy. Jis skirtas padaryti
trumpalaike serverio nuotraukg ,,Snapshot, pavyzdziui: prie§ Operacinés Sistemos atnaujinima
(Updates), jei nutikty taip, jog po atnaujinimo Operaciné sistema veikty nekorektiskai, galésite grizti j
serverio biiseng prie§ atnaujinimus“Revert to Snapshot*.

Norint pasidaryti ,,Snapshot* resursuose reikia turéti laisvos disko vietos tiek, kiek uzima Jisy
virtualios masinos diskas. Pvz.: VM diskai uzimal 00GB, tai laisvos disko vietos vDC(virtual data
center) resursuose privalote turéti 100GB.

Limitacijos: 1 “Snapshot”

1. Virtual Machines skiltyje pasirinkite ,,Create Snapshot®.

i Compute ~
VADPS NEW VM
Virtual Machines Mame T Console Status T
Affinity Rules
@ Networking > UL Powered off
= Storage > Power On
Power On and Force Recustomization
% Settings >
Copy to
Move to
Delete
Change Owner
‘Download VMRC
3
Create Snapshot
Create Snapshot X

Create a VM Snapshot? This will replace any existing snapshots for this WM.

Snapshot the memory of the (I
virtual machine

Quiesce the guest file system (J
(Requires installed YMware
Tools)

DISCARD

o]=]

12



2. Jeigu norite grazinti serverj j sukurto Snapshot pozicija, spauskite ant pasirinktos virtualios
masinos ,,Revert to Snapshot*.

Virtual Machines

:ii Compute v
VApps NEW VM
Virtual Machines Mame T Console Status T
Affinity Rules
© Networking N VM1 Powered off
2 storage 5 Power On
Power On and Force Recustomization
i) Settings >

Copy to
Move to

Delete

Change Owner

Download VMRC

Create Snapshot

Revert to Snapshot

3. Jeigu nereikalingas ,,Snapshot, bitinai jj istrinkite.

iii Compute v
VAPDS NEW VM
Wirtual Machi Name T Console Status h g
Affinity Rules
© Networking > L Powered off
& Sstorage 5 Power On
Power On and Force Recustomization
{8 Settings >

Copy to
Move to

Delete

Change Owner

Download VMRC
Create Snapshot

Revert to Snapshot
[~ Remove Snapshot

Insert Media
Eiect Media




Hot Add CPU/RAM

HOT add CPU ir RAM technologija naudojama norint jjungtai virtualiai masinai padidinti CPU arba
RAM. ,,Hot add* galima jjungti/iSjungti tik tuo atveju, kaip virtuali masSina yra iSjungta. Operacinés
sistemos priklausomai nuo tipo gali nepalaikyti §io funkcionalumo todél reikty skaityti programines
jrangos gamintojo rekomendacijas.

1. Spauskite ant virtualios masinos pavadinimo.

L4
Virtual Machines
i3 Compute v
vAppS NEW WM
Virtual Machines Mame T Console Status T
Affinity Rules
& Networking > M1 Powered off

2. Hardware>Compute matysite hot add statusa. Jeigu norite pakeisti, spauskite edit.
All vApps » vApp_Windows > VM1

@ VM1 ACTIONS v

General
EDIT

Pracement poicy :

Removable Media

Hard Disks Sizing Policy System Default
EDIT
Advanced

MNICs v CPU

Guest OS Number of virtu

Customization
Cores per socket

Guest Properties Mumber of sockets

Monitoring Chart Virtual CPU hot add Disabled
Metadata Expose hardware-assisted CPU Disabled
virtualization to guest OS
Monitor
Tasks ED
Events
w Memory
Memory 2GB
Memory hot add Disabled

14



3. Tjunkite Virtual CPU hot add ir spauskite Save.

Edit CPU Details X
Virtual CPUs 1 4
Cores per socket 1 4

Virtual CPU hot add —@

Expose hardware-assisted C’

CPU virtualization to guest OS

DISCARD SAVE

4. TJjunkite Memory hot add ir spauskite Save.

Edit Memory Details X
Memory 2 o GB
Memory hot add I— '()

DISCARD SAVE

15



Resursy didinimas/mazinimas virtualiai masinai

Jjungtai virtualiai masinai vCPU/RAM galite pasididinti, jeigu yra jjungtas CPU ir RAM Hot
Add). Sumazinti resursus galite tik i§jungtai virtualiai maSinai.

SSD ir HDD diska galite padidinti jjungtai/iSjungtai virtualiai masinai jeigu ji neturi
Snapshoto, jeigu turi — reikéty snapshot istrinti ir kartoti veiksma i$ naujo. Sumazinti disko
negalima.

1. vCPU resursy keitimas.

All vApps » vApp_Windows » VM1

@ VM1 ACTIONS v

General
EDIT
Placement Policy =
Removable Media
Hard Disks Sizing Policy System Defat
Advanced
NICs v CPU
Guest OS Customization Number of virtual CPUs 1
Guest Properties Cores per socket 1
. Mumber of sockets 1
Monitoring Chart
Virtual CPU hot add Enabled
Metadata
Expose hardware-assisted CPU virtualization to guest OS5 Disabled

16



2. RAM resursy keitimas.

AllvApps > vApp_Windows > VM1

@ VM1 ACTIONS ¥

General

Hardware

Removable Media
Hard Disks

Advanced

NICs
Guest OS Customization
Guest Properties
Monitoring Chart

Metadata

Monitor
Tasks
Events

EDIT

Placement Policy

Sizing Policy

EDIT

w CPU

Number of virtual CPUs

Cores per socket

Number of sockets

Virtual CPU hot add

Expose hardware-assisted CPU virtualization to guest OS

EDIT /

~ Memory

Memaory

Memaory hot add

17



3. SSD ir HDD disko resursy keitimas.

All vApps > vApp_Windows » WMI1
@ VM1 ACTIONS

General VM Storage Policy

S
Removable Media EDIT 4
Hard Disks

Index Mame Size Polic
Compute v
Advanced 0 - 40 GB VM default
NICs

18



Virtualios masinos slaptazodis

1. Spauskite ant virtualios masinos pavadinimo

«
Virtual Machines
i Compyte v = =
ETE NEW VM B Multiselect
virtual Machines Name T Console Status T Created On + 0s T Memory
Affinity Rules
) Networking o VM1 VM Console Powered on 09/02/2020, 10:08:39 AM Microsoft Windows Server 2016 (64-bi... 2GB

2. Uzeikite | Guest OS Customization ir pasirinkite Edit

All vApps > vApp_Windows > VM1

E'T:l VM1 ACTIONS ¥

General
Hardware General
Removable Media
Hard Disks Enable guest customization Enabled
EDIDUIE Change SID Enabled
Advanced
NICs ~ Password Reset
Allow local administrator password Enabled
Guest 05 P
Customization Require Administrator to change Disabled

password on first login
Guest Properties

Auto aenerate password Enabled

3. Specify password matote sugeneruota slaptazod;.
Windows default admin user: administrator
Linux default admin user: root

General

Enable guest customization

The computer name and network settings confi

gs are only applied the 1st time the VM i

vord Reset, Join Domain and Customiz.
stomization.

ure If r this WM are applied to its Guest
rif "Power on and Force Rec
ization should not be enabled

when the \ M is powered on. The following
13 1 s performed: Change SID,
he VM uses Guest Properties for

Change SID

Applicable for Windows WMs and will run Sysprep to change Windows SID. On Windows NT, WMware Cloud Director uses Sidgen.
Running sysprep is a prerequisite for completing domain join.

Password Reset

Allow local administrator password
I:I Reqguire Administrator to change password on first login

Auto generate password

Specify password #HsSIEVE

4. Po prisijungimo j OS - rekomenduojame pasikeisti slaptazodj i§ OS pusés.
Rekomenduojame nuimti varnele ,,Enable Guest OS Customization®

19



Resursy informacija
1. I8skirtus ir naudojamus resursus matote prie Data Centers > organizacijos vDC.

vm VMware Cloud Director Data Centers A Libraries Administration Monitor @ rjadmln_r.)r‘_g,!

demo
dmin ol

Virtual Data Center

Environment Running Applications Used Resources
© sites: 1 &, Organizations: 1 ¢ Virtual Data Centers: 1 @ VMs: 1 BH vapps: 1 4} CPU: 2GHz M Memory: 2 GB & Storage: 43 GB

Find by Name
¢ OrgDemo vDC
® OrgDemo
Applications CcPU Memory Storage

1

vADDS

2 GHz 2GB 43 GB
10f1 \ \

Running VMs 12 GHz allocated 12 GE allocated 212 6B allacated

20



Remote Console

1. Prisijungimas naudojant Web console.

&
Virtual Machines
::: Comput v
VAppS NEW VM
virtual Machines Name T Console Status T Created On
Affinity Rules
® Networking — WM1 VM Console Powered on 09/02/2020, 10:08:3¢
Networks
Edges

2. Prisijungimas (VMRC) VMware Remote Console - galimybé prisijungti prie virtualios
masinos konsolés per aplikacija. Jums reikés ja parsisiysti ir sudiegti j savo kompiuteri.

VMware Remote Console 11.1.0 for Windows https://pagalba.balt.net/images/e/ea/\V Mware-
VMRC-11.1.0-15913118.zip

VMware Remote Console 11.1.0 for Mac: https://pagalba.balt.net/images/4/45/\/ Mware-
Remote-Console-11.1.0-15913118.dmg.zip

VMware Remote Console 11.1.0 for Linux: https://pagalba.balt.net/images/9/91/\VVMware-
Remote-Console-11.1.0-15913118.x86 64.zip

«
Virtual Machines

i1l Compute v
VADDS NEW VM
Virtual Mach Name T Console Status T Created On
Affinity Rule\
@ Networking ~ : 09/02/20
Networks
Power Off
Edges shut Down Guest 0S
Security Reset
Suspend
= storage w
Named Disks Copy to
Storage Policies Move to
& Settings v
Change Owner
General
Metadata L aunch Web Console
aunch VM Remote Console
Sharing Download VMRC

21


https://pagalba.balt.net/images/e/ea/VMware-VMRC-11.1.0-15913118.zip
https://pagalba.balt.net/images/e/ea/VMware-VMRC-11.1.0-15913118.zip
https://pagalba.balt.net/images/4/45/VMware-Remote-Console-11.1.0-15913118.dmg.zip
https://pagalba.balt.net/images/4/45/VMware-Remote-Console-11.1.0-15913118.dmg.zip
https://pagalba.balt.net/images/9/91/VMware-Remote-Console-11.1.0-15913118.x86_64.zip
https://pagalba.balt.net/images/9/91/VMware-Remote-Console-11.1.0-15913118.x86_64.zip

VMware Tools

1. Virtual Machines pasirinkite virtualig masing, i§skleidus meniu pasirinkite ,,Install VMware
Tools*.

44
Virtual Machines

i Compute
VvAppPsS
Virtual Machine:
Affinity Rules

& Networking
Networks
Edges
Security

E storage
Named Disks
Storage Policies

i Settings
General
Metadata

Sharing

Name T Console Status T Cr

o

Power Off
Shut Down Guest OS
Reset

Suspend

Copy to
Move to

Change Owner

Launch Web Console
Launch VM Remote Console
Download VMRC

Create Snapshot

Insert Media

] Fiect Media
Install VMware Tools

2. Atsidarykite web arba VMRC konsole, prisijunkite prie Windows OS. CD-ROM bus pridétas
vmware tools install. Suinstaliuokite. Bitinas serverio perkrovimas.

3. Alternatyvis budai sudiegti rankiniu biidu VMware tools aprasomi VMware Docs:
Linux: https://docs.vmware.com/en/VVMware-
Tools/11.1.0/com.vmware.vsphere.vmwaretools.doc/GUID-08BB9465-D40A-4E16-9E15-
8C016CC8166F.html

Windows: https://docs.vmware.com/en/\VVMware-
Tools/11.1.0/com.vmware.vsphere.vmwaretools.doc/GUID-391BE4BF-89A9-4DC3-85E7-
3D45F5124BC7.html

22


https://docs.vmware.com/en/VMware-Tools/11.1.0/com.vmware.vsphere.vmwaretools.doc/GUID-08BB9465-D40A-4E16-9E15-8C016CC8166F.html
https://docs.vmware.com/en/VMware-Tools/11.1.0/com.vmware.vsphere.vmwaretools.doc/GUID-08BB9465-D40A-4E16-9E15-8C016CC8166F.html
https://docs.vmware.com/en/VMware-Tools/11.1.0/com.vmware.vsphere.vmwaretools.doc/GUID-08BB9465-D40A-4E16-9E15-8C016CC8166F.html
https://docs.vmware.com/en/VMware-Tools/11.1.0/com.vmware.vsphere.vmwaretools.doc/GUID-391BE4BF-89A9-4DC3-85E7-3D45F5124BC7.html
https://docs.vmware.com/en/VMware-Tools/11.1.0/com.vmware.vsphere.vmwaretools.doc/GUID-391BE4BF-89A9-4DC3-85E7-3D45F5124BC7.html
https://docs.vmware.com/en/VMware-Tools/11.1.0/com.vmware.vsphere.vmwaretools.doc/GUID-391BE4BF-89A9-4DC3-85E7-3D45F5124BC7.html

Tinklas: tinklo prid¢jimas prie virtualios masinos
1. Organizacijos tinklus matote skiltyje Networking>Networks.

h

Networks
i%i Compute v
NEW
vAppPs
Virtual Machines Name T+ T Status Organizatic
Affinity Rules Edge-vxlan © OrgDemo
@ Networking e WAN )] OrgDemo
Networks
Edges
Security
= Storage v
2. Paspauskite ant virtualios masinos pavadinimo.
L48
Virtual Machines
i1 Compute W
NEW VM
‘I.I'Appﬁ
Virtual Machines Mame Console Status T
Affinity Rules
) : VM1 VM Console Powered on
& Networking v s =
Metworks
3. NICs>Edit.
<«
All vApps > vApp_Windows > VM1
i Compute v @ VM1 R
vApps
Virtual Machines General
Affinity Rules Hardware Primary NIC NIC Connected Network Adapter Type Network
© Networki o Removable Media
= Networking Hard Disks Yes o] o VYMXNET3 Edge-vxlan
Networks Compute
Security Guest OS Customization
= storage v Guest Properties

23



4. Pridedame prie vApps tinklg. Spauskite ADD VAPP NETWORK.

Edit NICs for "VM1"

‘ G:) Guest customization may be required to run for the NIC changes to take effect.

NEW | ADD VAPP NETWORK +_____

NIC Primary NIC Connected Adapter Type Network IP My
0 VMXMET3 Edge-vxlan “ St
€
5. Pasirinkite OrgVDC Network, prisidékite iSorinj tinklg paspausdami ADD ir Save.
Add Network to vApp_Windows
Type © OrgvDC Network
Mame T Status Organization Gateway T Network 4
vDC CIDR Type 1
WAN @ OrgDemo vDC 9262135 Direct Al
<
6. Dabar pridésime tinklo adapterj prie VM. Spauskite dar kartg Edit.
©
All vApps > vApp_Windows > VM1
iii Compute v @ VM1 ACTions -
vApps
Virtual Machines General
Affinity Rules Hardware Primary NIC NIC Connected Network Adapter Type Network
® Networki o Removable Media
= Networking Hard Disks Yes 0 @ YMXNET3 Edge-vxlan

Networks Compute
NICs

Ediges

Security Guest OS Customization

= storage ~ Guest Properties

24



7. Pasirinkite vmxnet3 arba E1000E tinklo tipa, prisidékite iSorinj tinklg, pasirinkite Static IP
Pool. Spauskite Save. NICs skiltyje prie tinklo interfeiso rasite i$skirtg IP adresa.

Edit NICs for "VMT1"

@ Guest customization may be required to run for the NIC changes to take effect

DELETE ADD VAPP NETWORK

ry NIC Connected Adapter Type \etwnrk IP Mode
0 1 O i VMXNET3 v WAN Static - IPPool
0 VMXNET3 Edge-vxlan Static - IPPool

192.168.100.1

External IP

DISCARD

>

2 NIC(s)

25



Tinklas: Edge Gateway

1. Konfigtiruoti galite pasirinke Networking > Edges > CONFIGURE SERVICES.

Comparrg v0E o

e . _
s S —

i ComcarTy I |

e E

Edge Gateway Settings
Gararal

i beam e Corpary

2. Firewall (Ugniasiené) — galite sukurti taisykles, jjungti/isjungti Firewall(I§jungus Firewall
NAT taisyklés nustoja veikti).

Edge Gateway - vse Company

Firewall Rules
Erabisa (j

+
Shiwr oty user-defietd nibes (T

M, Hame Ty Soaerie Crestinesign Serde Action

Eratre logging

- e Inernal HY vig By Ay Aregt L

I Hheq Intpraal Hy wnie-1 vie uatp BT any Aetigt

I slow puigoing el Lser o punemal v anany Acoept

Fl sz ko b extemmal Lser Exneraal 926214232 v by ey Accep

St Al AR i L anry 016214232 teged Ty Accoat

[ ——— ses anry B632082.33 tp R ey Accept

e defaui nde hoe ingeoss Delsul Pol Arvy ey Ay -

3. DHCP — galite susikurti IP ruozg kuriame bus dalinami IP adresai virtualioms masinoms Edge
tinkle.

Edge Gateway - vse Company

Pastt  Baiag Reliry

DHCP Pools
DHCP Sedvion Siatud ﬂ
+ o L]
IF Range Primary Hame Server Aute Configure DHE Bietauht Gateway Lease Time [Seconds]

152 16832 2152 168.32.59 FE5. LT = 152 168321 200

4. NAT - galima daryti source NAT ir destination NAT (port forward).
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https://pagalba.balt.net/index.php/Vaizdas:Cloud1.png
https://pagalba.balt.net/index.php/Vaizdas:Cloud2.png
https://pagalba.balt.net/index.php/Vaizdas:Cloud6.png

Edge Gateway - vse Company

o
MAT Rules

# DHAT B & SHAT BULE ¥ . +

o T Pree hppiad oo Dwiginal

Trarmbaiad [L—

Lrablez

LA 4

Lo

[t

SNAT RULE- source NAT pasirinkimas leidZia interneto prieiga serveriuose, kurie yra uz Egde GW.

Applied on — turi bati tinklas, i§ kurio paimamas iSorinis IP.

Original Source IP/Range — vidinis IP adresy ruoZas (subnet).

Translated Source IP/Range — iSorinis IP, per kurj i$sinatins .

Edit SNAT Rule

Applied On:
Original Source IP/Range *

Translated Source IP/Range *

Description

Enabled

Enable lagging

<

private_vlan_1521_isolated

o

192.168.32.0/24

02.62.142.32

v

DISCARD KEEP

>
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https://pagalba.balt.net/index.php/Vaizdas:Cloud7.png
https://pagalba.balt.net/index.php/Vaizdas:Cloud8.png

DNAT RULE - port forwad.

i 3

* Applied on — turi biiti tinklas, i§ kurio paimamas iSorinis IP.
* Original IP/Range — iSorinis IP, per kurj ,,iSsinatins".
* Translated — vidinis IP adresas.

» ,Protocol®, “Original Port*“ ir ,,Translated port™ nurodomas protokolas ir portai.
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Tinklas: Edge Gateway vxlan sukiirimas

1. Isskleiskite networking > networks, pasirinkite ,,NEW*.

&
Networks

i1 Compute v

NEW
vApps

Virtual Machines Name
Affinity Rules Edge-vxlan
@ Networking v () WAN

Networks
Edges

Security

[

2. Network Type > Routed.
3. General suveskite vxlan pavadinimg ir CIDR.

New Organization VDC General
Network

Name * Edge-vilan

1 Network Type
Gateway CIDR * 192.168.100.254/24 ®

2 General

Description

4. Edge Connection > pasirinkite savo Edge.

New Organization VDC Edge Connection
Network

MName T T External Networks Org

1 Network Type
© EdgeGW-DemoOrg 1 0
2 General

3 Edge Connection
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5. Suveskite norimg static IP pool.

New Organization VDC Static IP Pools
Network

Gateway CIDR 192.168.100.254/24 6}

1 Metwork Type
Static IP Pools

2 General Enter an IP range (format: 192.168.1.2 - 192.168.1.100)
192.168.100.10 - 192.168.100.100 ADD
3 Edge Connection
4 Static IP Pools

Total IP addresses: 91

6. DNS > suveskite norimus DNS. Galite naudoti Baltnetos DNS: 195.14.170.14 ;
195.14.176.14. Spauskite Next>Finish.
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Tinklas: IpSec konfigliravimo pavyzdys

1. Eikite | Edge gateway services.

¢ All datacenters

«

Edge Gateways

i Compute e NEW EDIT DELETE  SERYICES

VAppS
PP Status

Virtual Machines
=) Normal

Affinity Rules

@ Networking v

Networks
Edges

Security

2. Supildykite ipsec Sites.

Edge Gateway - vse DemoEdge

Firewall DHCP NAT Routing Load Balancer VPN SSL VPN-Plus

IPsec VPN L2 VPN

IPsec VPN Configuration

Activation Status Global Configuration Logging Settings <+Rsec VPN Sites

-y

Site Name Local Endpoint Local Subnets Peer Endpoint Peer!

No IPsec VPN sites defined

3. Suveskite Edge iSorinj ir vidinj IP adresus.

Add IPsec VPN

Enabled (:)

;nFasb}le perfect forward secrecy C’

Name ipSecSitel
Local Id * 926213872
Local Endpoint * 926213872
Local Subnets * 192168.72.0/24
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4. Suveskite Peer iSorinj ir vidinj IP adresus.

Add IPsec VPN X

Subnets should be entered in CIDR format with comma as separator.

Peerd 7914211438

Peer Endpoint * 79142.114.38

Endpoint should be a valid IF, FQDN or gny.
Peer Subnets © 1921681.0/24

Subnets should be entered in CIDR format with comma as separator.

Extension

5. Suveskite saugumo konfigiiracija. Si konfigiiracija turi atitikti jasy ir Peer site konfigiiracija.

Add IPsec VPN X

Encryption Algorithm AES256 v ~
Authentication PSK »
Change Shared Key
Pre-Shared Key " I L I LI T T L L Y T YT YT T )
Display Shared Key {)
The global pre-shared key (PSK) is shared by all the sites whose peer endpoint is set to
‘any". If a global PSK is already set, changing the PSK to an empty value and saving it has
no effect on the existing setting.
Diffie-Hellman Group DH14 -~
Digest Algorithm SHAT w
IKE Option 1K Evl o
IKE Responder Cnly
» y
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6. Lentel¢ - pavyzdys konfigtracijos kuri turi sutapti jusy ir Peer.

Baltneta ‘

Klientas

IPSec device model

Vmware edge

|Uzpildykite

IPsec peer IP (IPSec termination)

Baltneta Edge IP

[Uzpildykite

Protected networks (traffic that will be protected by IPSec)

Level

Baltneta network/host IP

Klientas network/host IP

192.168.33.0/24

Uzpildykite

Attributes

Baltneta
(If attributes are OK by yours

security policy, leave it as they are).

ISAKMP attributes (phase 1)

Authentication: Preshared-key

EsoXahChOpeGheulAexbiLaighfelEik

Hash shal
Encryption 2es256
DH Group 14
Lifetime 86400sec
IPSec attributes (phase 2)
IPSec mode Tunnel Mode

Transform set

ESP-AES-256-SHA

SA lifetime seconds 3600
Compression NO
PFS DF 14

7. Aktyvuokite VPN.

Firewall

IPsec WPMN

=
iy

IPsec VPN Configuration

Activation Status

Global Configuration

Logging Settings Psec

IPsec VPN Service Status
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