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Virtual machine creation from template

If you want to create a virtual machine, please login to your cloud organization. Go to your vDC.

1. Create a catalog for virtual machine, VApps > NEW> Add vApp From Catalog
X
VAPpPS
;31 Compute W
ME v
VADPS ol “
Viirtual Machines NA.W VAPD
Ady vApp From OVF
Affinity Rules
y Add vApp From Catalog
& Networking v Import from vCenter
2. Choose operating system and press next.
Create vApp from Select Template To Import
Template
Name 4 T Catalog T Created On VMs T Shad .
VMs
1 Select Template To Import
° WIN2019 0 vCloud-vApp 09/22/2020, 3:46:40 PM 1 (4]
WINZ2016 : vCloud-vApp 09/23/2020, 10:10:50 AM 1 (o]
WIN2012R2 RU : vCloud-vApp 08/08/2019, 7:07:05 PM 1 o}
W2012R2 : vCloud-vApp 08/08/2019, 2.05:45 PM 1 o]
W2008R2 : vCloud-vApp 08/08/2019, 10:44°55 AM 1 0
UbuntulaLTs : vCloud-vApp 01/29/2020, 9:56:51 AM 1 (o]
ubuntu-16.04-server-cloudimg-amdé4.ova [ cse 04/21/2020, 3:09:39 PM 1 o]
Ubuntul6.04 LTS D vCloud-vApp 08/08/2019, 10:40:18 AM 1 (o]
ubuntu-16.04_k8-1.17_weave-2.6.0_revl : cse 04/21/2020, 3:27:48 PM 1 o}
ubuntu-16.04_k8-1.16_weave-2.6.0_revl 0 cse 04/21/2020, 3:40:37 PM 1 o]
ubuntu-16.04_k8-115_weave-252_rev3 : cse 04/21/2020, 3:54:23 PM 1 0
< > v
] 1-15 of 19 vApp Template(s) 172 > 3

No gk w

CANCEL NEXT

,»Select name* Enter VM name and press Next.

,,Configure Resources* Choose storage Policy and press Next.

"Compute Policies" Choose VM resources and press Next.

"Customize Hardware" Choose disk size and press Next.

"Configure Networking™ In the Network tab choose your network. Press Next and Finish. Please wait
when virtual machine is created.

In Guest properties “Specify password” you can see Administrator or root user password.



AllvApps > VApp_Windows > VMI

@ VM1 ACTIONS ~

General
EDIT
Hardware Naeneral
Removable Media
Hard Disks Enable guest customization Enabled
eI Change SID Enabled
Advanced
NICs ~ Password Reset
Guest OS Customization Allow local administrator password Enabled
Require Administrator to change Disabled

Guest Properties _
password on first login

Monitoring Chart Auto generate password Enabled
Metadata Number of times to log on automatically o
Monitor ~ Join Domain
Tasks Enable this VM to join a domain Disabled
Events
Override organization's domain Enabled
« Script
Script file

Edit Guest Properties

Automatic guest customization is not supported on this Guest
Guest OS5. You can use custom scripts to configure the Guest O

General

Enable guest customization

The computer name and r
settin: nly applied th
Pa rd Reset, Join Domain and ¢
customization

Change SID

VMs and will run Sysprep to change Windows SIL
requisite for completing domain join

Applicable for Window
Running sysprepisaf

Password Reset

Allow local administrator password
I:I Require Administrator to change password on first login

Auto generate password

Specify password #HetKexa

Number of times to log on o]
automatically

If you cannot see a generated password, please make sure that in “"Edit Guest Properties” you can see these
attributes as marked: "“Enable guest customization”, “Change SID”, "“Allow local administrator
password”,”Auto generate password”. After that press Save.

You may want to manually run “customization” process in order to generate and set a new password, then
please turn off the virtual machine and press ,Power On and Force recustomization™. After customization
process is done, we recommend unmarking the attribute “Enable guest os customization”.



All vApps > vApp_Windows
3 vApp_Windows ACTIONS v

General

Virtual Machines Name T T Console Status = T "
Start and Stop Order \ ;. Power On

B_’ Power On and Force Recustomization a7/t
Network Diagram

Networks

9. When VM is ready we recommend you to change administrator password in your OS and turn off
,Guest OS customization™ from VM.

Virtual machine installation using ISO

To install a virtual machine using ISO, please connect to your cloud organization.

1. Create a catalog for your virtual machine, vApps > NEW VAPP.

X
VApPPS
i1 Compute b
vAppS p NEW
Virtual Machines New vApp
o Add vApp From OVF
Affinity Rules Add vApp From Catalog
& Networking W Import from vCenter

2. Enter catalog name and press , Add virtual machine".

New vApp

Mame * IVAED_WIH dows

Description

Power on |

Virtual Machines 05 Compute

ADD VIRTUAL'"MACHIME




3. Enter mandatory fields, select type New, select OS type, choose desired resources, add Storage,
choose an organization network and press Ok.

New VM X
Name * VM1 ”
Computer Name * W1

Description

Type © new

() From Template

Operating System

OS family * Microsoft Windows w
Operating System * Microsoft Windows Server 2016 (64-bit) b
Boot image Win2016 150 w
Compute

Virtual CPUs b w
Cores per socket 1 w
Number of sockets 2

Memory 4 S GB

Storage | aoo

Disk Storage Policy 10PS Size

4. Open virtual machine console and follow OS installation wizard.



Importing media to a catalog

1. Create a new catalog and go to step 2 in case you want to import a media.

vm ‘VMware Cloud Director Data Libraries

[l Content Libraries
NEW
vApp Templates

) ) Mame 4 T Version Status
Organization VD
) WM-Templates a7 Ready
Media & Oth
150 47 Ready

Catalogs

Create Catalog X

Name this Catalog

You can use a catalog for sharing vApp templates and media with other users in your organization. You can also have a private catalog for vApp templates and
media that you frequently use

Name * MylSOCatalog

Description

Pre-provision on specific C’

storage policy \
)

2. Import media.

VVMware Cloud Director ars App - Libraries Adminis

[[n Content Libraries “
ADD
VApp Templates

. ) Mame T 7T Status
Organizatige*TDC Templ...

- CentOs-7-x86_64-Minimal-1708.iso
Media & Other

Catalogs debian-7.11.0-amd&4-netinstiso



3. Select catalog for media import and press Upload. Enter media ,,Name" and press OK.

Upload Media X
Catalog * —- My |SOCatalog hd
Name

Select media to upload

Mo files selected

CANCEL

Exporting virtual machine

1. Power off vApp.

«

VApPPS
i1 Compute v
vAppS NEW ~
Virtual Machines Name T VMs Status T Lea
Affinity Rules " vApp_Windows 1 VM Consoles Powered on 6L
2 Networking v
Power Off
Networks
Stop
Edges Reset
Suspend

Security



2. Select Download.

v e
iii Compute W
vAppS NEW >
Virtual Machines Mame T VMs
Affinity Rules : vApp_Windows 1
& Networking W Power On
Metworks
Edges
Security
= Storage v
Copy to
Mamed Disks Move to
Storage Policies ‘ Delete
) Download
i Settings W
Download vApp X
Options
Format Single file (OVA\ e

|:| Preserve identity information

Include BIOS UUIDs and MAC addresses in the downloaded OVF package. Pressgving the identity

information limits the portability of the package and you should use it only when nes

3. You can see OVA file status at the bottom of the window. When the file is ready to download, you
will be notified.



vApps

i Compute v
NEW ~ Multiselect
Vappe ™
Virtual Machines Name VMs Status Lease (@  CPUs Memory Storage Owner Created On
Affinity Rules vADP_Windows 1 Powere.. 29 Days 1 268 42 GB system 09/02/2020,
@ Networking >
= storage > < >
1-10f 1 vApp(s)
G Settings >

Recent Tasks I ¥

~

Task Status Type Initiator Start 4 Completion Time
Time
Enabling downlbad of Virtual Application vApp_Windows(d32a7ebb-2f1a-40a4-a7le.. [ ] 42% @ vapp & system 09/02/20.
Stopped Virtual Application vApp_Windows(d32a7ebb-2fla-40a4-a71e-427b754129 C/) Succeeded vapp & system 09/02/20 09/02/2020,10:40:33 AM

Create virtual machine snapshot

Snapshot is a virtual machine state and data at the snapshot creation moment. ,Snapshot" is not
intended to replace backups. Most common snapshot usage scenario: you can create it before updating an
operating system so in case an OS runs incorrectly, you can load the VM to the state before OS update by

selecting “Revert to Snapshot™.

In order to create a VM ,Snapshot" you must have a free space in your virtual data center. E.g., if VM's
disk size is 100 GB, you will need 100 GB space for the snapshot.

Limitations: you can only have one “Snapshot”

1. Select virtual machine and press ,Create Snapshot".

i1 Compute v
VAPDS NEW VM
Virtual Machines Mame Console Status Cre
Affinity Rules
2 Networking > VM1 Powered off 09
& storage > Power On
Power On and Force Recustomization
% settings >

Copy to
Move to
Delete

Change Owner

‘Download WVMRC

A
Create Snapshot



Create Snapshot X

Create a VM Snapshot? This will replace any existing snapshots for this VM.

Snapshot the memory of the (I
virtual machine

Quiesce the guest file system C’
(Requires installed VMware
Tools)

DISCARD

2. If you want to load the VM to the time when snapshot was created, select the VM and press
,Revert to Snapshot".

Virtual Machines

iii Compute w
vAppS NEW VM
Virtual Machines Name T Console Status T
Affinity Rules
) Networking 5 VM1 Powered off
2 storage N Power On
Power On and Force Recustomization
& Settings >

Copy to
Move to

Delete

Change Owner

Download WMRC

Lcreate Snapshot
Revert to Snapshot



3. If you no longer need the snapshot, delete it, because it can affect virtual machine disk

performance.

iii Compute v

VApPS NEW VM

Virtual Machi Name T Console Status T
Affinity Rules
: VM1

Powered off

@ Networking >
& storage N Power On

Power On and Force Recustomization
& Settings >

Copy to

Move to

Delete

Change Owner

Download VMRC
Create Snapshot

Revert to Snapshot
[~ Remove Snapshot

Insert Media
Eiect Media

Hot Add CPU/RAM

HOT add CPU and RAM technology is used in order to increase virtual machine's CPU and/or RAM without
downtime. ,Hot add" can be enabled only while VM is powered off. Some operating systems may not
support this technology, therefore it is best to check with the software manufacturer.

1. Press virtual machine name.

Virtual Machines

&
;i1 Compute W
VADPS NEW VM
Wirtual Machines Mame
Affinity Rules
M1

© Networking >

Status T

Powered off



2. In Hardware>Compute you

All vApps » vApp_Windows
@3 VM1 ACTIONS ¥
General

Hardware

Removable Media
Hard Disks

Advanced
MNICs

Guest OS
Customization

Guest Properties
Monitoring Chart
Metadata

Monitor
Tasks
Events

VM1

EDIT

Placement Policy

Sizing Policy

EDIT

w CPU

MNumber of virtu PUs
Cores per socket

Mumber of sockets

can see Hot Add status

System Default

Virtual CPU hot add Disabled
Expose hardware-assisted CPU Disabled
virtualization to guest OS
ED
w Memory
Memory 2GB
Memory hot add Disabled

3. Enable Virtual CPU hot add and press Save.

. Press Edit to change it.

Edit CPU Details

Virtual CPUs
Cores per socket

Virtual CPU hot add

Expose hardware-assisted

1

1

—0]

» [

CPU virtualization to guest OS

DISCARD SAVE



4. Enable Memory hot add and press Save.

Edit Memory Details X
Memory 2 o GB
Memory hot add __"()

DISCARD SAVE

Increasing virtual machine compute resources

Virtual machine vCPU/RAM can be increased without downtime if CPU/RAM Hot Add is enabled. Compute
resources can be decreased only while VM is powered off.

SSD and HDD disks can be increased both for powered on and powered off virtual machines in case they
do not contain snapshots. If snapshot is present, you will need to delete it in order to increase disk's size.
You cannot decrease disk's size as it is not possible in vCloud Director and also requires specific technical
knowledge, however it can be done by Baltneta technicians.

1. Changing vCPU resources.

AllvApps > vApp_Windows > VM1

D'T:l VM1 ACTIONS ¥

General
EDIT
Placement Policy
Removable Media
Hard Disks sizing Policy System Defal
EDIT
Advanced
NICs v CPU
Guest OS Customization Number of virtual CPUs 1
Guest Properties Cores per socket 1

o Number of sockets 1
Monitoring Chart

Virtual CPU hot add Enabled
Metadata

Expose hardware-assisted CPU virtualization to guest OS Disabled



Changing RAM resources.

AllvApps > vApp_Windows > VM1
@ VM1 ACTIONS v

General
EDIT

Hardware Placement Policy

Removable Media

Hard Disks Sizing Pelicy
Advanced EDIT
MNICs « CPU

Guest OS Customization Number of virtual CPUs

Guest Properties Cores per socket

. . Number of sockets
Monitoring Chart

Virtual CPU hot add

Expose hardware-assisted CPU virtualization to guest OS5

Metadata
Monitor
Tasks /
Events
~ Memory
Memory

Memaory hot add

Increasing SSD and HDD disk size.

All wvApps » vApp_Windows > WMI1
@ VM1 ACTIONS *

General WM Storage Policy

e
Removable Media EDIT 4
Hard Disks

Compute

Index Mame

Advanced 0 .
NICs

Size

40 GB

Policy

WM default



Virtual machine password

1. Press virtual machine's name

&«
Virtual Machines
i Compyte ~ B =
s NEW VM (B Multiselect
Virtual Machines Name T Console Status T Created On L os T Memory
Affinity Rules
© Networking o VM1 VM Console  Poweredon  09/02/2020,10:08:39 AM  Microsoft Windows Server 2016 (64-bi.. 2 GB

2. Go to Guest OS Customization and select Edit
All vApps > vApp_Windows > VM1

@ VM1 ACTIONS v

General
Hardware General
Removable Media
Hard Disks Enable guest customization Enabled
Compute Change SID Enabled
Advanced
NICs ~ Password Reset
Allow local administrator password Enabled
Guest 0S .
Customization Require Administrator to change Disabled

. password on first login
Guest Properties

Auto aenerate password Enabled

3. Generated password can be seen in ,Specify password".
Windows default admin user: administrator
Linux default admin user: root

General

Enable guest customization

d network settings configured for this WM are applied to its Guest &3 when the WM is powered on. The following
d the 1st time the YM is powered on or if "Power on and Force Recustomization” is performed: Change SID,
Join Domain and Customization Script. Guest customization should not be enabled if the WM uses Guest Properties for

customization.

Change SID

Applicable for Windows WMs and will run Sysprep to change Windows SID. On Windows NT, WYMware Cloud Director uses Sidgen.
Running sysprep is a prerequisite for completing domain join.

Password Reset

Allow local administrator password
|:| Require Administrator to change password on first login

Auto generate password

Specify password #5555V

4. We recommend changing Administrator or root password when you login to the virtual server. Also
it is advisable to unmark ,Enable Guest OS Customization™ in VM properties after customization

processes are done.



Virtual data center resource information

1. Allocated resources are visible in Data Centers > Your vDC.

vm VMware Cloud Director Data Centers Applications Libraries Administration Monitor

Virtual Data Center

Environment Running Applications Used Resources

@ sites: 1 &5 Organizations: 1 ¢ Virtual Data Centers: 1 m VMs: 1 E vApps: 1 {3} CPU: 2GHz 5 Memory: 2 GB B storage: 43 GB
Find by Name
&y OrgDemo vDC

& OrgDemo

Applications CPU Memaory Storage

1

vADDS

2 GHz 2GB 43GB
Tof1 \ \

,
Running VMs 12 GHz allocated 12 GB allocated 212 G8 allocated

Remote Console

1. Using web console.

&
Virtual Machines

il Comput v

NEW VM
vApps

irtual Machines Name T Console Status T Created On

Affinity Rules

- . W1 VM Console Powered on 09/02/2020,10:08:3¢€
2 Networking v /02/ -
Networks

Edges

2. VMRC (VMware Remote Console) enables to login to VM console using VMRC client application. In
order to use that you need to download VMRC client:

VMware Remote Console 11.1.0 for Windows https://pagalba.balt.net/images/e/ea/VMware-VMRC-
11.1.0-15913118.zip

VMware Remote Console 11.1.0 for Mac: https://pagalba.balt.net/images/4/45/VMware-Remote-Console-
11.1.0-15913118.dmg.zip

VMware Remote Console 11.1.0 for Linux: https://pagalba.balt.net/images/9/91/VMware-Remote-
Console-11.1.0-15913118.x86 64.zip



https://pagalba.balt.net/images/e/ea/VMware-VMRC-11.1.0-15913118.zip
https://pagalba.balt.net/images/e/ea/VMware-VMRC-11.1.0-15913118.zip
https://pagalba.balt.net/images/4/45/VMware-Remote-Console-11.1.0-15913118.dmg.zip
https://pagalba.balt.net/images/4/45/VMware-Remote-Console-11.1.0-15913118.dmg.zip
https://pagalba.balt.net/images/9/91/VMware-Remote-Console-11.1.0-15913118.x86_64.zip
https://pagalba.balt.net/images/9/91/VMware-Remote-Console-11.1.0-15913118.x86_64.zip

<8
Virtual Machines

i1 Compute v
VADPS NEW VM
virtual Mach Name T Console Status T Created On
Affinity Rules
@ Networking v 08/02/20
Networks
Power Off
Edges shut Down Guest 0S
Security Reset
Suspend
= storage W
Named Disks Copy to
Storage Policies Move to
& Settings v
Change Owner
General
Metadata aunch Web Console
aunch VM Remote Console
Sharing Download VMRC

VMware Tools

1. Select virtual machine and press ,Install VMware Tools".

&«
Virtual Machines

\\

i Compute
vAppS
Virtual Machine
Affinity Rules

@ Networking
Networks
Edges
Security

&= storage
Named Disks
Storage Policies

& Settings
General
Metadata

Sharing

MEW VM

Name T Console Status T

Power Off
Shut Down Guest OS
Reset

Suspend

Copy to
Move to

Change Owner

Launch Web Console
Launch VM Remote Console
Download WMRC

Create Snapshot

Insert Media
‘LEject Media
Install VMware Tools

o



2. Launch web or VMRC console and login to the Windows OS. You will find VMware tools CD
attached. Install it and reboot virtual server.

3. Alternative ways to install VMware tools are described in VMware Docs:
Linux: https://docs.vmware.com/en/VMware-
Tools/11.1.0/com.vmware.vsphere.vmwaretools.doc/GUID-08BB9465-D40A-4E16-9E15-
8C016CC8166F.html

Windows: https://docs.vmware.com/en/VMware-
Tools/11.1.0/com.vmware.vsphere.vmwaretools.doc/GUID-391BE4BF-89A9-4DC3-85E7-
3D45F5124BC7.html

Networking: adding network to a virtual machine

1. Organization networks can be found at Networking>Networks.

ho

Networks

it Compute v

NEW
vApps

Virtual Machines Name T+ T Status Organizatio

Affinity Rules ) Edge-vxlan OrgDemo

2 Networking v J WAN

OrgDemo

MNetworks

Edges
Security
= Storage v

2. Press virtual machine name.
<,

Virtual Machines
i1 Compute W

VADDS NEW VM

irtual Machines Mame T Console Status T

Affinity Rules

© Networking y VM1 VM Console Powered on

Metworks

3. NICs>Edit.

@&
All vApps > vApp_Windows > VM1

iii Compute v
. @ VM1 ACTIONS ~

vApps

General

Virtual Machines

Affinity Rules Hardware Primary NIC NIC Connected Network Adapter Type Network
Removable Media

@ Networking v —— Yes o @ VMXNET3 Edge-vxlan

Networks Compute
NICs
Edges
Guest OS Customization

Security

£ storage v Guest Properties


https://docs.vmware.com/en/VMware-Tools/11.1.0/com.vmware.vsphere.vmwaretools.doc/GUID-08BB9465-D40A-4E16-9E15-8C016CC8166F.html
https://docs.vmware.com/en/VMware-Tools/11.1.0/com.vmware.vsphere.vmwaretools.doc/GUID-08BB9465-D40A-4E16-9E15-8C016CC8166F.html
https://docs.vmware.com/en/VMware-Tools/11.1.0/com.vmware.vsphere.vmwaretools.doc/GUID-08BB9465-D40A-4E16-9E15-8C016CC8166F.html
https://docs.vmware.com/en/VMware-Tools/11.1.0/com.vmware.vsphere.vmwaretools.doc/GUID-391BE4BF-89A9-4DC3-85E7-3D45F5124BC7.html
https://docs.vmware.com/en/VMware-Tools/11.1.0/com.vmware.vsphere.vmwaretools.doc/GUID-391BE4BF-89A9-4DC3-85E7-3D45F5124BC7.html
https://docs.vmware.com/en/VMware-Tools/11.1.0/com.vmware.vsphere.vmwaretools.doc/GUID-391BE4BF-89A9-4DC3-85E7-3D45F5124BC7.html

4. Adding network to vApp. Press ADD VAPP NETWORK.

Edit NICs for "VM1"

‘ (j:) Guest customization may be required to run for the NIC changes to take effect.

NEW | ADD VAPP NETWORK +____

NIC Primary NIC Connected Adapter Type Network IP M

0 VMXNET3 Edge-vxlan v St

5. Select OrgVDC Network, press ADD and Save.

Add Network to vApp_Windows

Type © CroVvDC Network
Mame T Status Organization Gateway T Network 4
vDC CIDR Type 1
WAN ) OrgDemo vDC 92.62135... Direct Al

6. Now we add network adapter to a VM. Again press Edit.

All vApps > vApp_Windows > VM1

ii{ Compute v
- @ VM1 ACTIONS ~

VAppS
Virtual Machines General
Affinity Rules Hardware Primary NIC NIC Connected Network Adapter Type Network
5 Removable Media
LT v Hard Disks Yes 0 o VMXNET3 Edge-vxlan
Networks Compute
Security Guest OS Customization
E storage v Guest Properties

7. Select vmxnet3 or E1000E network adapter type, select network, select Static IP Pool. Press Save.
You will be able to see the allocated IP address in the VM NICs page.

Edit NICs for "VM1" X

@ Guest customization may be required to run for the NIC changes to take effect.

DELETE ADD VAPP NETWORK

ry NIC Connected Adapter Type \etwork IP Mode P External IP
Qo O - YMXNET3 ~ WAN ~ Static- IPPobl B
o VMXNET3 Edge-vxlan ~ Static - IP Pool ~ 192.168.100.1
3 >

2 NIC(s)

DISCARD




Networking: Edge Gateway

1. Edge gateway services can be configured at Networking > Edges > CONFIGURE SERVICES.

Company vOC | of

b

vin CompaTy

2. Firewall - you can create new rules and enable/disable Firewall (NAT rules do not work while
Firewall is disabled).

Edge Gateway - vse Company

Fireawall Rules

Erabies ‘j
+

SNy Dy LS Ot »

My Kame Tyee Fourie Dregtingqign Serioe Barigen Erabie gging
F A Inberrial Pl wric-1 e sy e

1w - L 2 5 Argep

a e P wazernal 9262 142 32 Corn iy g oo

B allew Bl by e arty GEE2 AT 3D g2 oarmy

[ il ol e Lses any BB IR o AR oy Arcept

I gedait nabe kv ingress Dedault Pol Ay By Ay

3. DHCP - it is possible to create IP range which can be used for virtual machines which are
connected to Edge Gateway via vxlan (virtual network) and need DHCP.

Edge Gateway - vse Company

Finews MAT R Losd Bnlamcer~ WOM  Cartilicrte
i Ry

Pty E
DHCP Pools
BHCP Sedwitd Statud c,
* 4 x
IP Rarge Primary Mamae Sereer Aute Configure DNS Default Gateway Lesse Timae [Second]

192 168,32 2152 168.32.99 a5 N0 B 19216832 7200


https://pagalba.balt.net/index.php/Vaizdas:Cloud1.png
https://pagalba.balt.net/index.php/Vaizdas:Cloud2.png
https://pagalba.balt.net/index.php/Vaizdas:Cloud6.png

4. NAT - it is possible to create source NAT and destination NAT (port forward) rules.

Edge Gateway - vse Company

]
MAT Rules

+ DHAT B #LHAT ¥ W +

o Troe kv Apphed on Original

Trwribane2 Promocod

(] W e Fuat

Lraties Logging Descripticr

SNAT RULE - source NAT lets virtual machines to reach internet via Edge Gateway.

Applied on - external network should be selected.

Original Source IP/Range - internal IP range (subnet).

Translated Source IP/Range - external IP, usually the IP of the Edge Gateway.

Edit SNAT Rule

Applied On:

Original Source IP/Range *

Translated Source IP/Range *

Description

Enabled

Enable lagging

<

private_wvlan_1521_isolated

o

192.168.32.0/24

92.62.142.32

v b

>

DISCARD KEEP


https://pagalba.balt.net/index.php/Vaizdas:Cloud7.png
https://pagalba.balt.net/index.php/Vaizdas:Cloud8.png

DNAT RULE - port forwad.

L4 *

e Applied on - external network should be selected.
¢ Original IP/Range - external IP, usually the IP of the Edge Gateway.
e Translated - internal IP.

e Appropriate ,Protocol", “Original Port" and ,Translated port" should be selected.


https://pagalba.balt.net/index.php/Vaizdas:Cloud9.png

Networking: creating Edge Gateway vxlan

1. Select Networking > Networks, choose ,NEW".

&
Networks

;31 Compute v

NEW
VAppPS

Virtual Machines Name

Affinity Rules Edge-vxlan

& Networking v () WAN
Networks
Edges
Security

="

2. Set Network Type > Routed.
3. Enter vxlan name and Gateway CIDR.

New QOrganization VDC General

Network
Name * Edge-vxlan
1 Network Type
Gateway CIDR * 192 168.100.254/24 ®
2 General
Description

4. Edge Connection > select your Edge Gateway.

New Organization VDC Edge Connection
Network

Name T+t T External Networks Org

1 Network Type
© FEdgeGW-DemoOrg 1 0

2 General

3 Edge Connection



5. Enter desired static IP pool.

New Organization VDC Static IP Pools
Network

Gateway CIDR 192.168.100.254/24

1 Network Type
Static IP Pools
2 General Enter an IP range (format: 192.168.1.2 - 192.168.1.100}

192.168.100.10 - 192.1628.100.100

3 Edge Connection

19216810010 - 192.168.100.100 MODIFY

REMOVE

4 Static IP Pools

Total IP addresses: 91

6. DNS > enter desired DNS. Baltneta DNS servers can be used: 195.14.170.14 and 195.14.176.14.
Press Next>Finish.

Networking: IpSec configuration example

1. Go to Edge gateway services.

¢ Al datacenters

«

Edge Gateways

i Compute v NEW EDIT DELETE  SERYICES

VApps

Status
Virtual Machines

(%) Normal
Affinity Rules
@ Networking v
Neton
Edges
Security
2. Add IPsec Sites.
Edge Gateway - vse DemoEdge
Firewall DHCP NAT Routing Load Balancer VPN SSL VPN-Plus

IPsec VPN L2 VPN

IPsec VPN Configuration

Activation Status Global Configuration Logging Settings, ~Rsec VPN Sites
[+

Site Name Local Endpoint Local Subnets Peer Endpoint Peer!

No IPsec VPN sites defined



3. Enter Edge external and internal IP addresses.

Add IPsec VPN

Enabled

@
»

Enable perfect forward secrecy

(PFS)

Name ipSecSitel
Local Id * 926213872
Local Endpoint * Q26213872
Local Subnets * 192168.72.0/24

4. Enter Peer external and internal IP addresses.

Add IPsec VPN P
Subnets should be entered in CIDR format with comma as separator. "
Peerid * 7914211438
Peer Endpoint * 791421438

Endpoint should be a valid IP, FQDN or §ny.
Peer Subnets * 1921681.0/24

Subnets should be entered in CIDR format with comma as separator.

Extension



5. Enter security information. This configuration must match your Peer site configuration.

Add IPsec VPN X
Encryption Algorithm AES256 v ~
Authentication PSK v

Change Shared Key

Pre-Shared Key * e T T T T T T Y T

Display Shared Key {)

The global pre-shared key (PSK) is shared by all the sites whose peer endpoint is set to
‘any”. If a global PSK is already set, changing the PSK to an empty value and saving it has
no effect on the existing setting.

Diffie-Hellman Group DH14 -~
Digest Algorithm SHAT w
IKE Option IKEv1  ~
IKE Responder Only C’



6. Table - example of your configuration parameters which must match Peer's configuration.

Baltneta ‘Client
IPSec device model

‘Enter information here

IPsec peer IP (IPSec termination)

‘Enter information here

Protected networks (traffic that will be protected by IPSec)

I;Iev Baltneta network/host IP Client network/host IP
Enter information here

Attributes Baltneta
(If attributes are OK by
your security policy, leave it
as it is).

ISAKMP attributes (phase 1)

Authentication: EsoXahChOpeGheulAexbilLaighfelEik

Preshared-key

Hash shal

Encryption aes256

DH Group 14

Lifetime 86400sec

IPSec attributes (phase 2)
IPSec mode Tunnel Mode
ESP-AES-256-SHA

Transform set

SA lifetime seconds 3600
Compression NO
PFS DF 14

7. Enable VPN.

IPsec VPN Configuration

Activation Status Global Configuration Logging Settings Psec

IPsec VPN Service Status



